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SUMMARY
This document summarizes the findings of the Norfolk County Technology Review. Over the course of 3
months, the Ripples Group engaged in an extensive evaluation of Norfolk County’s current technology,
covering Norfolk systems and hardware as well as the experiences of internal and external Norfolk users.
The scope of efforts covered the County Administrator, Treasury, Norfolk Registry of Deeds, the Golf
Course, and other small administrative offices (collectively identified in this report as “Norfolk” to reduce
the distinction between “County” and Registry). The scope of effort did not include a review of the
Agricultural School technology. Supplemented by national and international best practice research, the
findings and feedback from continuous documentation review, stakeholder engagement, staff survey, and
benchmark research informed the analysis and development of options for envisioning Norfolk’s future
state technology needs.
Four key findings emerged:
1. A shift across all Registries demonstrates a consistent increase in IT demands with COVID
accelerating the trend: Driven by pandemic needs, Registry volume data indicates that the use of
digital recording tools has increased among Registry users depicted by a reported shift to 80%
digital recordings and 50% digital registering. As users expand their use of technology, their
technical fluency, and subsequent expectations of Norfolk technology advance. Legislation that
seeks to increase equity among users, like the Americans with Disabilities Act, for example, is
representative of the changing expectations of technology provided by government offices.
Limited internet and email access both pose significant challenges to the efficient use of
technology by Registry staff and also the Registry risks falling behind Registry “customers” with
the understanding of filing technology and common business applications.
2. Many current Norfolk systems are based on a twenty-year-old infrastructure concept: The current
dependence on terminal servers and network dependency on physical separation of systems
signal the existence of an increasingly outdated system infrastructure. Locally hosted applications
require staff to be experts in a myriad of areas that are now more commonly managed with
dedicated resources to cover elements such as security/penetration risk, business continuity,
network support, and PC servicing. Newer systems feature increased flexibility and hosting
options that could better support system security, improve economies of scale, and enhance
internal and external user experience.
3. Divergent governance models persist across Norfolk offices: The Norfolk County Registry of Deeds
has, to date, chosen to continue to extend its legacy software setup by updating its current IBM
hardware and maintaining all applications onsite. Alternatively, Norfolk’s non-Registry systems
have recently made further in-roads to modernization with updated virtual servers, cloud backup,
and shifting to SaaS applications.
4. IT staffing is reliant on a very few highly capable staff with little backup: Norfolk IT operations are
complex and require continuous support. Today, County Administration and Registry IT teams
function separately with no cross-training between departments. The current structure means
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that the Registry is highly dependent on the solution vendor and outside contracted resources for
system changes and maintenance.
Moving forward, our team in concert with Norfolk leadership and IT staff defined four possible options
for the future approach to technology systems and staffing. Evaluation based on a shared set of criteria
revealed that a division-based or fully consolidated option under a single leadership structure is superior
to a split option with separate standards and staffing and diverging system visions.
Regardless of the option chosen by Norfolk, we identified several key areas for improvement. These
include:
-

Enhance penetration and vulnerability testing to reduce the threat to core systems and services
(e.g., third party testing to identify weaknesses of the environment)
Modernize the network to utilize additional cloud computing options for data storage, application
hosting, security, and backup.
Develop the current staff as a more technology-savvy workforce to support Norfolk functions that
are becoming increasingly technology-dependent.
Begin planning for the refresh or replacement of the Browntech system, starting by working with
the existing vendor team to improve continuity of operations planning.
Develop a technology strategic plan and system vision to guide technology investment and guide
user-centric investments in systems.
STAKEHOLDERS

While the findings in this report reflect the independent research-based findings of Ripples, the document
greatly benefited from collaboration with the Norfolk County Registry of Deeds, the Norfolk County
Commissioner’s Office, Norfolk County Administration staff, and external stakeholders, including:
•
•
•
•
•
•
•
•
•
•
•
•
•
•

John Cronin, Norfolk County Director
Mark Macdonald, Norfolk County IT Director
John Buckley, Plymouth Register of Deeds
Tim White, Plymouth Asst. Register of Deeds
Paul McCarthy, CFO, Secretary of the Commonwealth’s Office
Richard Howe, Register of Deeds, Middlesex North Registry of Deeds
William O’Donnell, Norfolk County Register
Marguerite Lee, Norfolk First Assistant Register
Edward Wheeler, Norfolk Second Assistant Register
Dan Caparrotta, Norfolk Network Administrator
Rich Kennedy, former Norfolk First Assistant Register
David King, Abrahams Report Technology Lead
Lynne M. Ferreira, Bristol County Director of Information Technology
Denald Ellen Doonan, Co-Founder and Current President of The Massachusetts
Independent Title Examiners Association, Inc. (M.I.T.E.A.)
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DOCUMENT OVERVIEW
This document begins with a review of the Norfolk County Registry of Deeds’ volume and operations. This
overview of operations is inclusive of the Registry’s existing paper and e-recording workflows. The
following section builds on this review through an analysis of existing systems currently facilitating
workflows at both the Norfolk County Administrative office, and Norfolk County Registry of Deeds. At the
Registry, evolving user needs, both internal and external, prompted research into competitive Registry
systems nationwide to better evaluate where the existing Registry system’s functions stand in relation to
industry leaders.
Delving deeper into the hardware that supports Norfolk systems, the Infrastructure and Server Review
examines the makeup and security of each of the current server locations: the Norfolk Commissioner and
Treasurer’s Office, 649 High St (home to both Registry and County servers), and the County Engineering
Department’s Domain. This section also documents existing policies and procedures that govern County
IT operations. IT staff are critical in driving innovation in addition to maintaining IT functionality
throughout Norfolk. Drawing on research-based best practices for IT staffing, the IT Staffing section
provides a benchmark for IT staffing among organizations nationwide.
After considering the data and information gleaned from best practice research as well as from
stakeholders and Norfolk staff, the Findings section of this report is reflective of the current state of
Norfolk technology. Informed by the current state, the Options section represents the diversity of
potential paths forward for Norfolk, in terms of department consolidation and the utilization of cloud
computing. The options for potential future paths presented are as follows:
•
•
•
•

Totally Separate Model
2 Heads Model
Division Model
Consolidated Model

Utilizing a set of criteria, agreed upon by internal stakeholders, each option is evaluated according to:
•
•
•
•
•
•

User Experience/Efficiency
Security & Continuity of Operations
Cost/Transition Burden
Maintenance
Scale/Adaptability
Operational Effectiveness

The Governance section identifies that any follow-though of the presented options should include the
development of strong governance model, as evidenced by research published by the National Center for
State Courts (NCSC).
This review is concluded by a set of additional considerations that may inform future IT planning should
Norfolk implement one of the reviewed options.
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OPERATIONS
In this section, we will begin with an operational review of Norfolk. This review includes county
administrative offices, including the treasurer’s office, golf course and veterans’ program, engineering
department, maintenance department, and the Registry of Deeds. The Agricultural High School has not
been included. While the county has numerous functions, the Registry of Deeds represents the largest
entity within Norfolk County, with operational processes and revenue collection that support the fiscal
viability of many county services. Therefore, the volume and operations analysis will focus on the Registry.
OVERVIEW

Norfolk operations consist of approximately 100 staff. While the staff is split evenly across Norfolk, County
staffing incorporates staff from the Maintenance department and Golf Course grounds keeping, both of
which include staff that may be considered lower utilization technology users.
VOLUME

The COVID-19 pandemic, in part, served as a catalyst for a global shift to remote technological solutions
for users. For Registries across Massachusetts, this shift has been most visibly demonstrated through a
significant increase in e-filing utilization among Registry users. Prior to the introduction of e-filing, users
would work with title examiners, lawyers, and other real estate professionals within the historic Norfolk
County Registry building before submitting paper documents to be recorded. While this in-person
document submission process still occurs today, the majority of recording volume has shifted to e-filing.
This shift has dramatically accelerated over the past two years.
Norfolk County Registry of Deeds offers e-filing for
documents recorded either in the Registry or Land Court
through two vendors: Simplifile and eRecording
Partners Network (ePN). These e-filing programs
provide a portal where users can submit scans of their
original documents to be recorded. Their submissions
are then reviewed by the e-filing vendor to ensure they
are viable for recording. If accepted, the submitted
information is sent to the Norfolk Registry system,
Browntech, to be recorded electronically.
The information gained through interviews with
Registry leadership reflects a sharp increase in erecording volume state-wide. The Norfolk County
Registry is currently reporting that 80% of their
recording volume is through e-filing, up from 40% in
prior years. Similarly, Bristol County Registry reported
an 80% e-filing volume in 2021, a sharp increase from
the 46% e-filing volume the registry reported in 2019. This shift is being mirrored at state-run agencies as
well who are also reporting 80% e-recording volume. Of note, is the ability for Norfolk Registry users to efile documents to be registered by the Land Court, allowing e-filing to be accessible to more individuals.
The likelihood that this trend continues is high, as users continue to complete more services online and
adjust their expectations to the accommodations offered during the pandemic. E-filing provides a natural
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extension of online Registry services, as users continue to complete research online via the Browntech
system.
WORKFLOW

Paper Recording: Evolving over time to meet internal and external user needs, today’s Registry workflows
largely depend on the Browntech system as well as the Registry’s printing and scanning capabilities. In the
image below, the bolded boxes represent the steps facilitated by the system for paper and e-recording.
The paper recording process is initiated once a user visits the Registry and submits their documents to be
recorded. If the documents meet recording standards, a Recorder will then input a virtual record in the
Browntech system, which automatically assigns a digital booking number. In the Land Court recorders also
compare the submitted documents to previously filed documents already on the certificates prior to
inputting the record in Browntech. After the record is put into the Browntech system, the physical paper
documents are then scanned and attached to the virtual record in Browntech, where they are reviewed
for any informational or formatting errors. The reviewed record becomes the final virtual record in
Browntech, where it will be printed out from the system and inserted into record-keeping books. The
physical documents are mailed back to the user, and each page of the Registry record book is recorded
on microfilm per statute.
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ꢊꢍꢑꢃꢒꢁꢄꢅꢆꢁꢀꢃ
ꢠꢌꢍꢊꢈꢃꢇꢊꢇꢁꢂꢃ
ꢂꢁꢄꢅꢂꢑ

ꢤꢌꢄꢂꢅꢠꢌꢈꢆꢃꢀꢋꢌꢇꢇꢁꢑꢃꢉꢅꢃ
ꢥꢁꢏꢃꢣꢍꢗꢈꢊꢍꢑꢃ
ꢦꢌꢀꢉꢅꢂꢌꢄꢊꢈꢃꢧꢅꢄꢌꢁꢉꢘ

ꢤꢌꢄꢂꢅꢠꢌꢈꢆꢃꢀꢋꢌꢇꢇꢁꢑꢃꢉꢅꢃ
ꢚꢂꢅꢍꢃꢤꢅꢔꢍꢉꢊꢌꢍ

ꢧꢑꢄ ꢃꢉꢊꢕꢂꢈꢄ
ꢅꢂꢆꢇꢃꢈꢄꢨꢈꢈꢂꢈꢄꢕꢇꢄ
ꢅꢂꢆꢇꢃꢈꢄꢚꢇꢇꢩ

ꢢꢌꢍꢊꢈꢃꢇꢊꢇꢁꢂꢃ
ꢂꢁꢄꢅꢂꢑꢃꢌꢀꢃ
ꢌꢍꢀꢁꢂꢉꢁꢑꢃꢌꢍꢉꢅꢃ
ꢂꢁꢄꢅꢂꢑꢃꢝꢁꢁꢇꢌꢍꢗꢃ
ꢒꢅꢅꢝꢀ
ꢣꢊꢄꢋꢃꢇꢊꢗꢁꢃꢅꢠꢃ
ꢂꢁꢄꢅꢂꢑꢃꢒꢅꢅꢝꢃꢌꢀꢃ
ꢂꢁꢄꢅꢂꢑꢁꢑꢃꢅꢍꢃ
ꢆꢌꢄꢂꢅꢠꢌꢈꢆ

ꢤꢌꢄꢂꢅꢠꢌꢈꢆꢃ
ꢀꢋꢌꢇꢇꢁꢑꢃꢉꢅꢃ
ꢥꢁꢏꢃꢣꢍꢗꢈꢊꢍꢑꢃ
ꢦꢌꢀꢉꢅꢂꢌꢄꢊꢈꢃ
ꢧꢅꢄꢌꢁꢉꢘ

ꢤꢌꢄꢂꢅꢠꢌꢈꢆꢃ
ꢀꢋꢌꢇꢇꢁꢑꢃꢉꢅꢃꢚꢂꢅꢍꢃ
ꢤꢅꢔꢍꢉꢊꢌꢍ

ꢣꢛꢠꢌꢈꢌꢍꢗꢃꢕꢁꢍꢑꢅꢂꢃ
ꢌꢍꢠꢅꢂꢆꢀꢃꢔꢀꢁꢂꢃ
ꢉꢋꢁꢌꢂꢃ
ꢌꢍꢠꢅꢂꢆꢊꢉꢌꢅꢍꢃ
ꢋꢊꢀꢃꢒꢁꢁꢍꢃ
ꢂꢁꢄꢅꢂꢑꢁꢑ

E-Filing: The e-filing workflows did not significantly differ from Norfolk Registry paper recording processes.
Both processes rely on a similar set of steps facilitated by Browntech’s functionality. Users who submit
their documents for e-filing through Simplifile or ePN have their submission accepted or rejected
depending on the presence of improper formatting or informational errors. The e-filing system then sends
the information from the scanned and submitted documents to Browntech, which initiates a similar
process to paper recording. Recorders cross-check the populated Browntech virtual record with the

Confidential for Policy Development Only

8

information submitted in the e-filing vendor’s system to ensure it is accurate and up to recording
standards before attaching the scanned documents and sending them out to be verified and then printed
in the same manner as paper submissions.
Given Norfolk County Registry’s 100% increase in e-filing volume reported in recent years, ensuring the
Registry has technological systems that help support e-filing users and workflows will continue to be a
significant factor in IT operational decisions moving forward.
Printed Document Request: In addition to providing an online database for users to research records, the
Registry allows users to print out records from their database. Once users create an account within the
Browntech system, they can acquire uncertified copies for free or certified copies to be used officially for
a fee. Documents printed for free from the Browntech database are watermarked to indicate that they
are unofficial or uncertified copies.
Officially certified copies are printed directly from the database, either in person at the Registry of Deeds

ꢰꢊꢆꢂꢃꢕꢉꢤꢉꢂꢈꢄꢞꢇꢁꢡꢭꢄꢫꢊꢏꢉꢊꢂ
ꢨꢜꢄꢪꢫꢬꢌꢭꢄ
ꢀꢁꢂꢃꢄꢅꢆꢇꢈꢁꢉꢁꢀꢃꢅꢍꢈꢌꢍꢁꢃꢂꢁꢀꢁꢊꢂꢄꢋꢃ
ꢌꢍꢃꢎꢂꢅꢏꢍꢐꢁꢄꢋꢃꢑꢊꢉꢊꢒꢊꢀꢁꢃꢕꢌꢊꢃ
ꢥꢅꢂꢠꢅꢈꢝꢃꢭꢅꢔꢍꢉꢘꢃꢖꢁꢗꢌꢀꢉꢂꢘꢃꢅꢠꢃꢓꢁꢁꢑꢀꢃ
ꢮꢁꢒꢀꢌꢉꢁ

ꢯꢅꢄꢊꢉꢁꢀꢃꢉꢋꢁꢌꢂꢃꢑꢁꢁꢑꢃꢙꢅꢂꢃꢈꢊꢍꢑꢃ
ꢑꢅꢄꢔꢆꢁꢍꢉꢃꢅꢠꢃꢄꢋꢅꢌꢄꢁꢜ

ꢭꢈꢌꢄꢝꢀꢃꢅꢍꢃꢉꢋꢁꢃꢅꢇꢁꢍꢃꢠꢊꢄꢁꢃꢒꢅꢅꢝꢃ
ꢌꢄꢅꢍꢃꢍꢁꢰꢉꢃꢉꢅꢃꢉꢋꢁꢌꢂꢃꢑꢁꢁꢑ

ꢧꢁꢈꢁꢄꢉꢀꢃꢟꢌꢁꢏꢃꢉꢋꢁꢃꢌꢆꢊꢗꢁꢃꢅꢍꢃꢉꢋꢁ
ꢒꢇꢆꢓꢔꢂꢊꢕꢄꢮꢔꢀꢋꢂꢄꢯꢉꢖꢕ ꢇꢊꢗꢁꢃꢊꢍꢑꢃ
ꢄꢈꢌꢄꢝꢀꢃꢅꢍꢃꢉꢋꢁꢃꢑꢅꢄꢔꢆꢁꢍꢉꢃꢉꢋꢁꢘꢃꢏꢊꢍꢉꢃ
ꢉꢅꢃꢇꢂꢌꢍꢉ

ꢫꢃꢞꢓꢢꢃꢅꢠꢃꢉꢋꢁꢃꢏꢋꢅꢈꢁꢃꢑꢅꢄꢔꢆꢁꢍꢉꢃꢅꢂꢃ
ꢉꢋꢁꢃꢀꢌꢍꢗꢈꢁꢃꢇꢊꢗꢁꢃꢂꢁꢱꢔꢁꢀꢉꢁꢑꢃꢏꢌꢈꢈꢃ
ꢅꢇꢁꢍꢪꢃꢈꢊꢒꢁꢈꢁꢑꢃꢏꢌꢉꢋꢃꢉꢋꢁꢃꢏꢅꢂꢑꢀꢃ
ꢥꢲꢐꢃꢫꢥꢃꢲꢢꢢꢚꢭꢚꢫꢯꢃꢭꢲꢞꢳꢀ

ꢐꢋꢁꢃꢞꢓꢢꢃꢅꢠꢃꢉꢋꢁꢃꢰꢱꢫꢎꢎꢮꢞꢮꢨꢯ
ꢄꢅꢇꢘꢃꢄꢊꢍꢃꢒꢁꢃꢇꢂꢌꢍꢉꢁꢑꢃꢠꢅꢂꢃꢠꢂꢁꢁ

ꢞꢂꢃꢕꢉꢤꢉꢂꢈꢄꢞꢇꢁꢡꢭꢄꢮꢊ ꢍ ꢂꢃꢖꢇꢊ
ꢭꢋꢊꢂꢗꢁꢑꢃꢠꢁꢁꢃꢅꢠꢃꢴꢵꢃꢇꢁꢂꢃꢇꢊꢗꢁ
ꢀꢁꢂꢃꢄꢅꢆꢇꢈꢁꢉꢁꢀꢃꢅꢍꢈꢌꢍꢁꢃ
ꢂꢁꢀꢁꢊꢂꢄꢋꢃꢌꢍꢃꢎꢂꢅꢏꢍꢐꢁꢄꢋꢃ
ꢑꢊꢉꢊꢒꢊꢀꢁꢃꢕꢌꢊꢃꢥꢅꢂꢠꢅꢈꢝꢃꢭꢅꢔꢍꢉꢘꢃ
ꢖꢁꢗꢌꢀꢉꢂꢘꢃꢅꢠꢃꢓꢁꢁꢑꢀꢃꢮꢁꢒꢀꢌꢉꢁ

ꢀꢁꢂꢃꢕꢌꢀꢌꢉꢀꢃꢖꢁꢗꢌꢀꢉꢂꢘꢃꢅꢠꢃꢓꢁꢁꢑꢀꢃ
ꢉꢊꢄꢁꢂꢃꢖꢇꢊ ꢉꢅꢃꢂꢁꢱꢔꢁꢀꢉꢃꢅꢠꢠꢌꢄꢌꢊꢈꢃ
ꢄꢅꢇꢘꢃꢅꢠꢃꢑꢁꢁꢑꢃꢙꢅꢂꢃꢈꢊꢍꢑꢃ
ꢑꢅꢄꢔꢆꢁꢍꢉꢃꢅꢠꢃꢄꢋꢅꢌꢄꢁꢜ

ꢖꢁꢗꢌꢀꢉꢂꢘꢃꢂꢁꢄꢅꢂꢑꢁꢂꢃꢈꢅꢄꢊꢉꢁꢀꢃꢉꢋꢁꢃ
ꢅꢠꢠꢌꢄꢌꢊꢈꢃꢂꢁꢄꢅꢂꢑꢃꢌꢍꢃꢉꢋꢁꢃ
ꢎꢂꢅꢏꢍꢐꢁꢄꢋꢃꢑꢊꢉꢊꢒꢊꢀꢁ

ꢖꢁꢗꢌꢀꢉꢂꢘꢃꢀꢉꢊꢠꢠꢃꢇꢂꢌꢍꢉꢀꢃꢅꢔꢉꢃꢉꢋꢁꢃ
ꢑꢁꢁꢑꢃꢙ ꢅꢂꢃꢈꢊꢍꢑꢃꢑꢅꢄꢔꢆꢁꢍꢉꢃꢅꢠꢃ
ꢄꢋꢅꢌꢄꢁꢜ

ꢧꢉꢊꢠꢠꢃꢊꢑꢑꢀꢃꢀꢁꢊꢈꢃꢑꢁꢍꢅꢉꢌꢍꢗꢃꢌꢉꢃꢊꢀꢃ
ꢊꢍꢃꢫꢎꢎꢮꢞꢮꢨꢯꢄꢞꢫ ꢲ
ꢚꢠꢃꢔꢀꢁꢂꢃꢂꢁꢱꢔꢁꢀꢉꢀꢃꢑꢅꢄꢔꢆꢁꢍꢉꢃꢒꢁꢃ
ꢇꢂꢌꢍꢉꢁꢑꢃꢅꢔꢉꢃꢅꢍꢃꢈꢊꢂꢗꢁꢂꢃꢇꢊꢇꢁꢂꢪꢃ
ꢙꢁꢡꢗꢡ ꢈꢊꢍꢑꢃꢇꢈꢊꢍꢀꢜꢃꢄꢋꢊꢂꢗꢁꢑꢃꢴꢶꢃ
ꢇꢁꢂꢃꢇꢊꢗꢁ

ꢞꢂꢃꢕꢉꢤꢉꢂꢈꢄꢞꢇꢁꢡꢭꢄꢬꢀꢉꢏ
ꢀꢁꢂꢃꢄꢅꢆꢇꢈꢁꢉꢁꢀꢃꢅꢍꢈꢌꢍꢁꢃ
ꢂꢁꢀꢁꢊꢂꢄꢋꢃꢌꢍꢃꢎꢂꢅꢏꢍꢐꢁꢄꢋꢃ
ꢑꢊꢉꢊꢒꢊꢀꢁꢃꢕꢌꢊꢃꢥꢅꢂꢠꢅꢈꢝꢃ
ꢭꢅꢔꢍꢉꢘꢃꢖꢁꢗꢌꢀꢉꢂꢘꢃꢅꢠꢃꢓꢁꢁꢑꢀꢃ
ꢮꢁꢒꢀꢌꢉꢁ

ꢀꢁꢂꢃꢀꢔꢒꢆꢌꢉꢀꢃꢂꢁꢱꢔꢁꢀꢉꢃꢠꢅꢂꢃ
ꢄꢁꢂꢉꢌꢠꢌꢁꢑꢃꢑꢁꢁꢑꢃꢅꢂꢃꢅꢉꢋꢁꢂꢃ
ꢈꢊꢍꢑꢃꢑꢅꢄꢔꢆꢁꢍꢉꢃ ꢘꢡꢄꢔꢀꢉꢏꢄꢉꢅꢃ
ꢖꢁꢗꢌꢀꢉꢂꢘꢃꢊꢑꢑꢂꢁꢀꢀ

ꢭꢋꢊꢂꢗꢁꢀꢃꢠꢁꢁꢃꢅꢠꢃꢴꢶꢃꢠꢅꢂꢃꢉꢋꢁꢃ
ꢠꢌꢂꢀꢉꢃꢇꢊꢗꢁꢃꢊꢍꢑꢃꢴꢵꢃꢠꢅꢂꢃꢁꢕꢁꢂꢘꢃ
ꢊꢑꢑꢌꢉꢌꢅꢍꢊꢈꢃꢇꢊꢗꢁ
ꢖꢁꢗꢌꢀꢉꢂꢘꢃꢂꢁꢄꢅꢂꢑꢁꢂꢃꢈꢅꢄꢊꢉꢁꢀꢃ
ꢉꢋꢁꢃꢅꢠꢠꢌꢄꢌꢊꢈꢃꢂꢁꢄꢅꢂꢑꢃꢌꢍꢃꢉꢋꢁꢃ
ꢎꢂꢅꢏꢍꢐꢁꢄꢋꢃꢑꢊꢉꢊꢒꢊꢀꢁ

ꢖꢁꢗꢌꢀꢉꢂꢘꢃꢀꢉꢊꢠꢠꢃꢇꢂꢌꢍꢉꢀꢃꢅꢔꢉꢃ
ꢉꢋꢁꢃꢑꢁꢁꢑꢃꢙꢅꢂꢃꢈꢊꢍꢑꢃ
ꢑꢅꢄꢔꢆꢁꢍꢉꢃꢅꢠꢃꢄꢋꢅꢌꢄꢁꢜ

ꢧꢉꢊꢠꢠꢃꢊꢑꢑꢀꢃꢀꢁꢊꢈꢃꢑꢁꢍꢅꢉꢌꢍꢗꢃꢌꢉꢃ
ꢊꢀꢃꢊꢍꢃ ꢫꢎꢎꢮꢞꢮꢨꢯꢄꢞꢫ ꢲ

ꢧꢉꢊꢠꢠꢃꢆꢊꢌꢈꢀꢃꢉꢋꢁꢃꢄꢁꢂꢉꢌꢠꢌꢁꢑꢃ
ꢅꢠꢠꢌꢄꢌꢊꢈꢃꢄꢅꢇꢘꢃꢅꢠꢃꢉꢋꢁꢃꢑꢁꢁꢑꢃ
ꢒꢊꢄꢝꢃꢉꢅꢃꢉꢋꢁꢃꢔꢀꢁꢂ

ꢚꢠꢃꢔꢀꢁꢂꢃꢂꢁꢱꢔꢁꢀꢉꢁꢑꢃ
ꢑꢅꢄꢔꢆꢁꢍꢉꢃꢒꢁꢃꢇꢂꢌꢍꢉꢁꢑꢃꢅꢔꢉꢃ
ꢅꢍꢃꢈꢊꢂꢗꢁꢂꢃꢇꢊꢇꢁꢂꢪꢃꢙ ꢁꢡꢗꢡ ꢈꢊꢍꢑꢃ
ꢇꢈꢊꢍꢀꢜꢃꢉꢋꢁꢘꢁꢂꢁꢃꢄꢋꢊꢂꢗꢁꢑꢃꢴꢶꢃ
ꢇꢁꢂꢃꢇꢊꢗꢁ

ꢎꢂꢅꢏꢍꢉꢁꢄꢋꢃꢀꢉꢁꢇꢀꢃ
ꢙꢒꢅꢈꢑꢃꢁꢑꢗꢁꢀꢜ

or online. Users select the document they would like printed, if they are online, they must also log in to
their account and are charged $1.00 per page. Copies ordered by mail cost $1.00 for postage per
document in addition to $1.00 per page.
SYSTEMS
This section provides information on the Norfolk systems that we collected during our interviews with
respective staff.
COUNTY

•

Infinite Visions: Infinite Visions is a cloud-based ERP (Enterprise Resource Planning) solution provided
by Tyler Technologies intended to integrate and streamline financial management, payroll, time &
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entry, human resources, and additional functions 1 (more information on Infinite Visions is in the
Infrastructure and Server Environment section). Infinite Visions will replace the current Treasury
software under the same name that has been hosted locally. The software solution will be gradually
rolled out throughout 2022 to all entities of the County, including the Registry. The software
represents a major shift to an ERP system and will impact most Norfolk staff who will need to log time,
vacation, etc. Users will be able to log into Infinite Visions using any device with an internet
connection, including personal devices. Infinite Visions is a cloud-based Software as a Service (SaaS)
and should reduce the IT staff maintenance, such as patching, and infrastructure support costs.
Overall support may increase, however, as more users will be utilizing the tool.
•

Microsoft Office 365: The County is utilizing the Microsoft Office 365 suite, including email. Office 365
is a cloud-based solution that allows all County users to access Office 365 offerings using any device
with an internet connection. IT administrators access the Microsoft Office 365 suite from a web-based
portal to set up new user accounts, control access to features, and see the status of all Office 365
services and tools.2

REGISTRY
•

Browntech: The Registry uses Browntech as its primary Document Management System to record real
estate deeds or other land titles. Although the Registry system is locally hosted, the system provider,
Browntech, offers electronic document management systems and services to state, county, and local
governments. Browntech’s services include all aspects of hardware and software setup, network
design, installation, training, and ongoing support. 3 The Registry’s processes rely heavily on the
customized Browntech system. All Registry employees use the Browntech system as determined by
their respective job functions. Browntech is also used externally by the public via the website (~1,600
users daily) in addition to a set of subscribed member users who can search the Browntech database
directly (~2,350 subscribed members).

System Benchmarking
Central to informing this report’s evaluation of the Browntech system was comparing the current Registry
system to other industry leaders in recording across the country. Research into leading recording systems
brought 4 major systems to the forefront: Tyler Technologies Eagle Recorder, Trimin Land Link, Document
Technology Systems (DTS) TrakRecord, and Cott Systems Record Room. In an effort to be comprehensive,
the record system utilized by many of the state-run Massachusetts Registry of Deeds offices, Clearview
20/20+ Avenu, was also included.

1

Tyler Technologies. “Tyler Infinite Visions Capabilities Brochure.” Tyler Tech. Accessed April 14, 2022.
***********.tylertech.com/products/InfiniteVisions/TylerInfiniteVisionsCapabilitiesBrochure.pdf.
2
“Microsoft 365 for Business | Small Business | Microsoft 365.” Accessed April 14, 2022.
***********.microsoft.com/en-us/microsoft-365/business.
3
BROWNtech Document Management and Imaging Systems. “Corporate Home Page.” Accessed April 14, 2022.
**********.browntech.com/.
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ꢚꢃꢇꢛꢊꢜꢂꢆꢝ

ꢜꢡꢏꢂꢃ
ꢌꢀꢋꢏꢂꢄꢅꢂꢆꢇꢃꢈꢂꢃ

ꢞꢏꢂꢀꢃꢠꢉꢂꢛꢄ
ꢙꢳꢴꢙꢳꢵ
ꢨꢠꢂꢊꢓ

ꢜꢃꢉꢔꢉꢊ
ꢯꢀꢊꢈꢄꢯꢉꢊꢩ

ꢒꢜꢗ
ꢜꢃꢀꢩꢅꢂꢆꢇꢃꢈ

ꢞꢇꢕꢕꢄꢗꢡꢖꢕꢂꢔꢖ
ꢅꢂꢆꢇꢃꢈꢄꢅꢇꢇꢔ

ꢯꢇꢆꢀꢏꢄꢠꢖꢑꢄ
ꢱꢀꢕꢉꢇꢊꢀꢏ

ꢯꢅꢄꢊꢈ

ꢥꢊꢉꢌꢅꢍꢊꢈ

ꢥꢊꢉꢌꢅꢍꢊꢈ

ꢥꢊꢉꢌꢅꢍꢊꢈ

ꢥꢊꢉꢌꢅꢍꢊꢈ

ꢥꢊꢉꢌꢅꢍꢊꢈ

ꢞꢓꢖꢕꢇꢔꢉꢦꢀꢘꢏꢂꢄ
ꢶꢇꢃꢩꢤꢏꢇꢛꢖ

ꢥꢅ

ꢳꢁꢀ

ꢳꢁꢀ

ꢳꢁꢀ

ꢳꢁꢀ

ꢳꢁꢀ

ꢲꢠꢠꢁꢂꢀꢃꢚꢍꢉꢁꢗꢂꢊꢉꢌꢅꢍꢃ
ꢏꢌꢉꢋꢃꢭꢧꢭꢪꢃꢁꢞꢥꢃꢷꢃ
ꢧꢌꢆꢇꢈꢌꢠꢌꢈꢁ

ꢳꢁꢀ

ꢎꢅꢉꢋ

ꢭꢈꢅꢔꢑ

ꢌꢍꢅꢂꢆꢇꢃꢈꢉꢊꢋ

ꢲꢠꢠꢁꢂꢀꢃꢚꢍꢉꢁꢗꢂꢊꢉꢌꢅꢍ
ꢏꢌꢉꢋꢃꢟꢁꢍꢑꢅꢂ

ꢳꢁꢀ

ꢳꢁꢀ

ꢯꢇꢆꢀꢏꢄꢪꢇꢖꢕꢉꢊꢋꢄ
ꢇꢃꢄꢞꢏꢇꢓꢈꢄꢚꢀꢖꢂꢈ

ꢯꢅꢄꢊꢈ

ꢎꢅꢉꢋ

ꢎꢅꢉꢋꢸ

ꢨꢓꢕꢇꢄꢮꢊꢈꢂꢷꢉꢊꢋ

ꢎꢂꢅꢏꢍꢐꢁꢄꢋꢃ
ꢇꢅꢇꢔꢈꢊꢉꢁꢀꢃꢠꢂꢅꢆꢃꢣꢛꢠꢌꢈꢁ

ꢳꢁꢀ

ꢳꢁꢀ

ꢳꢁꢀ

ꢳꢁꢀ

ꢳꢁꢀ

ꢅꢂꢈꢀꢆꢕꢉꢇꢊ

ꢥꢅ

ꢳꢁꢀ

ꢳꢁꢀ

ꢳꢁꢀ

ꢥꢅ

ꢥꢅ

ꢫꢊꢏꢉꢊꢂꢄ ꢓꢘꢏꢉꢆꢄ
ꢗꢂꢀꢃꢆꢝ

ꢳꢁꢀ

ꢳꢁꢀ

ꢳꢁꢀ

ꢳꢁꢀ

ꢳꢁꢀ

ꢳꢁꢀ

ꢳꢁꢀ

ꢳꢁꢀ

ꢒꢀꢕꢀꢄꢅꢂꢆꢇꢠꢂꢃꢡꢄ
ꢗꢇꢏꢓꢕꢉꢇꢊ

ꢣꢰꢉꢁꢂꢍꢊꢈꢃꢉꢊꢇꢁꢃ
ꢒꢊꢄꢝꢔꢇꢃꢷꢃ
ꢎꢂꢅꢏꢍꢉꢁꢄꢋꢃꢈꢅꢄꢊꢈꢃ
ꢋꢅꢀꢉꢌꢍꢗ

ꢓꢌꢀꢊꢀꢉꢁꢂꢃꢖꢁꢄꢅꢕꢁꢂꢘ
ꢅꢠꢠꢁꢂꢁꢑꢃꢠꢅꢂꢃꢄꢈꢅꢔꢑꢛ
ꢒꢊꢀꢁꢑ

ꢲꢍꢀꢌꢉꢁꢃꢊꢍꢑꢃꢅꢠꢠꢀꢌꢉꢁꢃ
ꢒꢊꢄꢝꢔꢇꢃ

ꢳꢁꢀ

ꢯꢅꢄꢊꢈꢃꢷꢃꢦꢅꢀꢉꢌꢍꢗꢃ
ꢅꢠꢠꢁꢂꢁꢑꢃꢊꢉꢃꢐꢂꢌꢆꢌꢍꢃ
ꢐꢌꢁꢂꢃꢹꢃꢅꢂꢃꢺꢃꢑꢊꢉꢊꢃ
ꢄꢁꢍꢉꢁꢂꢀ

ꢳꢁꢀ

ꢚꢍꢉꢁꢗꢂꢊꢉꢌꢅꢍꢃꢏꢌꢉꢋꢃꢈꢁꢗꢊꢄꢘ ꢮꢁꢒꢛꢎꢊꢀꢁꢑꢪꢃꢔꢇꢑꢊꢉꢁꢀ
ꢑꢊꢉꢊꢒꢊꢀꢁꢪꢃꢇꢊꢇꢁꢂꢃꢊꢍꢑꢃ ꢁꢕꢁꢂꢘꢃꢍꢌꢗꢋꢉꢼꢃꢁꢈꢌꢆꢌꢍꢊꢉꢁꢀ
ꢆꢌꢄꢂꢅꢠꢌꢈꢆꢻꢠꢌꢄꢋꢁ
ꢍꢁꢁꢑꢃꢠꢅꢂꢃꢑꢊꢌꢈꢘꢃꢒꢊꢄꢝꢔꢇꢀ

Browntech, a locally hosted and locally developed system, offers e-recording compatibility, auto-indexing,
and online public search. Additionally, the Browntech data recovery solution is based on a local hosting
format with external tape backups. The system has evolved through developer customization over time
to accommodate the Norfolk County Registry of Deed’s needs. Such customizations include a recent
refresh of Browntech’s HTML web interface.
However, based on the research of industry leaders summarized in the above image, newer systems than
the current Browntech have advanced significantly as they continue to enhance their functionality. Newer
systems offer additional features such as customizable workflows, as well as both local and cloud-based
hosting options. While Browntech has been continuously customized, it requires the developer to make
changes to the system, while newer systems offer workflows that can be configured by the internal system
administrator. Some systems also provide redaction services in addition to web-based or cloud-based
disaster recovery solutions. Notably, many of these systems also offer integration with legacy databases
and functions. DTS TrakRecord’s data recovery solution, for example, has the capability to support
microfilm backups, a statutory requirement for the Norfolk Registry.
GOLF COURSE

•

Online booking: The Golf course is implementing a cloud-based booking application. This system
will allow external Golf course users to make reservations online and manage expectations of the
golf course’s availability. Internal golf course users will be able to manage timeslots and see
schedules for appropriate staffing and operations. Similar to Infinite Visions, this system is also a
SaaS model
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VETERANS

•

Volunteer Reporter: The Veteran’s functions rely heavily on their volunteers. The Volunteer
Reporter 4 application is a volunteer administration program that gives the ability to manage
volunteers and maximize the efficiency of their time.
INFRASTRUCTURE & SERVER ENVIRONMENT

In this section, we will provide information on the County and Registry Infrastructure and server
Environments. The findings below represent information collected during our interviews and discussions
with respective staff.
The County and the Registry operate separate domains, local area networks (LANs), and firewalls. Both
the County and the Registry buildings rely heavily on LAN infrastructure comprising of fiberoptic cables,
access points, switches, and routers. They both have very limited use of wireless networks that are not
shared with internal staff or external collaborators.

COUNTY

•

Commissioner’s/Treasurer’s Office

Hosted in the Norfolk Domain, the Commissioner and Treasurer’s offices have 5 virtual servers set up
within the County’s firewall. Two virtual servers will be replaced once Infinite Visions is rolled out (more
information below and in the County’s system section). In addition, 7 desktop computers are assigned to
the Treasury, and another 12 are assigned to the Commissioner’s Office.

4

Volunteer Software. “The Volunteer Reporter.” Accessed April 14, 2022.
***********.volsoft.com/product/volunteer-reporter/.
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•

Infinite Visions – ERP (Enterprise Resource Planning)

Infinite Visions is a cloud-based application and will no longer be hosted in the County’s network. Users
will be able to log into the Infinite Visions application using a username and password from any device
with internet access, not restricted to the County’s network. It launched on April 11th, 2022, during the
technology review period and will be followed by a gradual rollout to the Treasury, the Registry, and other
entities across the County.

•

649 High – Backup and Legacy System storage

Hosted in the Norfolk Domain is the Backup and Legacy system storage that is physically collocated with
the Disaster Recovery site for Registry operations. Eight virtual servers are hosted in this location, and
they sit within the County’s firewall. In addition, 4 desktop computers are assigned to Maintenance.

•

Engineering – NCED Domain

Hosted in the Engineering Domain (NCED – Norfolk County Engineering Domain), the Engineering
department has 3 Windows Servers and a Web Server. In the same room is the Engineer’s recovery
system, Unitrends, which is backed up daily to the AWS Cloud. There is also the County’s email archiver
provided by Barracuda networks. In addition, 5 desktop computers are assigned to Engineering. Of note,
the Engineering offices, domain servers, and desktops all reside within the Registry of Deeds building.
However, they are isolated to a separate network and supported by county technical staff.
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REGISTRY

•

Browntech Document Management System

The Browntech system is hosted on an IBM Database server and Web Server that sit within the Registry’s
firewall. Both servers are locally hosted and located in the Registry’s server room inside the Registry of
Deeds building. The IBM Database server was last updated in 2019, and its programming language is RPG
with additional screens coded in a .Net interface supporting document management functions. In
addition, the Browntech system is integrated with Simplifile and ePN, two applications for digital
eRecording.
The Browntech system is used internally by Registry staff as well as externally by subscribed users and the
public. Information is coming in and out of the Browntech production database. Internal Registry staff
access the IBM server and update it through command prompt screens. External public users can search
for their land records by using the internet and connecting to Browntech’s Web Server within the firewall.
The Web Server then routes to the Browntech production server and pulls the requested information.
Subscribed members are accessing the database directly, which might pose additional risk to the integrity
of the production database. The entire Browntech IBM server is backed up daily to Browntech’s company
location in Bellingham, MA.

The Browntech team consists of two individuals, one who is both the owner and lead developer. They are
the points of contact for anything related to the system, including support, troubleshooting software and
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hardware issues, maintenance upgrades, etc. From our discussions with the Registry IT, Browntech is very
responsive and reliable to the Registry system needs.
•

Registry’s additional servers

Hosted in the Registry Domain (NCRD – Norfolk County Registry Domain), the Registry has multiple virtual
servers that act as backups of the public accessing computers and Windows set ups (VirtHost2, VirtHost3).
The Registry also has a network monitoring tool, PRTG, and separate servers for Voicemail. All these are
located in the Registry’s server room. VirtHost4 is an extended replication of the Registry’s server and is
in a different building on 614 High St. VirtHost4 acts as the off-premises backup. The Registry is also
required to keep a backup of all records in microfilm.

SECURITY

During our discussions with the Registry, a Cyber Hygiene assessment from CISA was shared. The report
was conducted from December 22, 2021, through February 26, 2022. The Cyber Hygiene assessment
includes network mapping and vulnerability scanning for Internet-accessible hosts. For this reporting
period, a total of 1 host were identified out of the 12 addresses provided to CISA (our team was not able
to verify the 12 addresses provided to CISA). The scanning revealed 0 total potential vulnerabilities on 0
vulnerable hosts, 0% of all NCROD hosts. 2 distinct open ports, 1 distinct service, and 3 operating systems
were detected.
Even though we acknowledge that no vulnerabilities were identified with CISA’s report, we would suggest
that a more detailed assessment is performed for the Registry systems, especially Browntech.
Vulnerability scans and vulnerability assessments search systems for known vulnerabilities. A penetration
test attempts to actively exploit weaknesses in an environment. We believe that a penetration testing
exercise can help identify the weaknesses of the environment and produce more actionable results,
compared to a vulnerability assessment that searches for known vulnerabilities.
POLICIES AND PROCEDURES

The County provided draft policies for the use of Information Technology Resources (ITR), including
acceptable and unacceptable uses of County ITRs, data confidentiality, copyright protection, computer
viruses, network security, email, and privacy.
From the Registry, we did not receive any policies or a Browntech Continuity of Operations Plan.
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STAFFING
While IT infrastructure and systems are foundational elements of Norfolk technology, IT staff are essential
in ensuring that the technology functions according to user needs. Norfolk’s operations are supported by
a staff of approximately 100, with 51 employees working for the County Administration and 48 working
as part of the Registry of Deeds. In addition, the County Administrative staff includes employees working
for the Golf Course and Maintenance department. The County Administrative IT department consists of
one full-time FTE, while Norfolk Registry’s IT staffing comprises one full-time FTE and a part-time FTE. At
the time of writing this report, the Registry IT department currently has one unfilled full-time position.
STAFFING BENCHMARKS

Staffing benchmarks for IT staffing levels vary depending on the size of an organization’s operations. A
joint Gartner and Mercer Consulting Survey5 found that among organizations surveyed, the average IT
staffing ratio, denoted by the number of employees supported by each IT worker, is 1:27. However,
companies with 500 or fewer employees typically have an IT staffing ratio closer to 1:18.

IT Staff to Total Employee Ratio
27

18

1

1

Average Organization

IT Staff

x<500 Employees

Employee

A statewide review of Registry staffing models in Massachusetts reveals that, on average, Registries have
one IT FTE with additional non-IT staff as support. Among the County’s consulted as benchmarks,
Plymouth County Registry is supported by one full-time IT staff member, and Bristol County’s IT staffing
model consists of a director-level full-time on-site FTE as well as a part-time hybrid (off-site and on-site)
Systems Administrator.
Interviews with the Secretary of the Commonwealth’s office helped inform this review’s benchmarking of
Registries in Massachusetts that function as part of the Secretary’s Registry of Deeds Division. Among the
state-run Registries are the Salem, Worcester, Suffolk, Cambridge (Middlesex South), and the Middlesex
North Registries of Deeds. As state-run registries, their IT is supported by the Executive Office of
Technology Services and Security (EOTSS), who cover all IT operations for state agencies. This model
currently supports the Middlesex North Registry of Deeds, allowing the Registry to function without onsite
IT staff. However, this is not the only model utilized by the state-run Registry of Deeds. In addition to
EOTSS, Salem, officially Southern Essex District Registry of Deeds, utilizes one IT FTE with backup from the
Second Assistant Register. Similarly, Cambridge, officially Middlesex South Registry of Deeds, has one IT
FTE staff member supported by the 1st Assistant Register.
5

People A Gartner Company, and Mercer Human Resource Consulting. “Organizing for Results: IT Structures and
Staffing Survey.” Accessed March 9, 2022. https://www.gartner.com/pages/docs/gartner/sample_rpt.pdf.
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Worcester Registry of Deeds IT staffing consists of one FTE, and the Suffolk Registry of Deeds does not
have a full-time FTE but receives support from an IT technician one day a week. Notably, we understand
the Suffolk Registry’s proximity to the Secretary’s office facilitates responses from the State’s office should
they require more IT support.

SURVEY FINDINGS

To make this review comprehensive, we sought to incorporate the voices of internal users, or employees
utilizing Norfolk technology, because in the words of one Norfolk user, employees “depend on the IT
department all the time!” The 10-question survey was designed to capture technology utilization among
staff. What systems and applications are being used regularly, and to what extent do employees have
access to email? Additionally, questions were developed to encompass the internal user experience of
Norfolk technology. How responsive are IT staff to employee needs, how satisfied are they with Norfolk
IT, and what are employees’ experiences with remote work during the pandemic? The survey combined
multiple-choice questions with open-ended responses to ensure users were able to fully express their
experiences with technology.
Distributed to staff via email, the survey was taken by 23 Registry employees and 23 employees working
within County Administration and the County-run Golf Course. Survey results revealed that the majority
of staff surveyed both within County Administration or Other Office (61%) and the Registry (87%) use a
computer for work more than 30 hours a week. Overall satisfaction with regards to IT support was high
among both sets of users. For example, 78% of County Administration or Other Office users reported
being satisfied with IT, while 22% selected Neutral. Similarly, 83% of Registry staff reported being satisfied,
and 17% selected Neutral.
County Administration staff utilize Microsoft Office 365 suite, Infinite Visions, Browntech, as well as
various document management, engineering, IT management, and security systems in addition to several
other applications. Registry staff reported using Browntech, e-recording vendors such as Simplifile and
ePN, email, Microsoft Office 365 suite, and internet browsers like Internet Explorer, Google Chrome, and
Firefox. Email addresses were provided to 91% of users who reported working for a County Administration
or Other Office. 39% of Registry employees reported having access to an email provided by the Registry.
During the past year, 65% of County Administrative or Other staff reported working remotely, while 30%
of Registry staff reported working remotely. Among those who worked remotely, County respondents
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described their experience from a technology perspective as a “positive experience” with a responsive IT
department. They also described challenges with regards to reading IV screens and a few initial issues
with remote desktop utilization. Registry employees who worked remotely described their experience as
positive as well. One user shared that “it worked and, therefore, ought to also be implemented during
snowstorms!” Registry users also shared the sentiment that their IT staff was responsive while they were
working remotely.
Challenges cited for remote work among Registry users included initial issues due to wifi, connection to
the server, system issues, and problems logging in or keeping connected. However, one user described
these issues as temporary, stating “early on there were some continuing connection problems, but now
it’s just like working in the office.”
Responses to the average utilization of IT staff assistance reflected a significant divergence between
County Administration and Registry staff, with Registry staff having a higher day-to-day need. The majority
(70%) of County Administration users reported needing IT staff assistance 1-5 times per month, while the
minority (22%) of Registry users utilized staff assistance 1-5 times monthly. 35% of Registry users reported
utilizing staff assistance 5-10 times monthly, and 43% reported ten or more times a month.
Responsiveness of IT staff was reported as average or above average for both County and Registry staff.
Notably, the majority of Registry staff (74%) reported that, on average, they receive a response to their
request for IT support ‘Extremely Fast.’
Concluding the survey, the open-ended comments section of the survey reflected two major themes
among County Administrative users:
1. Users are satisfied with County IT
2. County IT is responsive to users
Additionally, three significant sentiments that came through among Registry users’ open-ended
comments were:
1. IT Staff is responsive and essential
2. Increased utilization of online services among Registry uses
3. No email or internet for many Registry staff
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ꢐꢳꢑꢄꢮꢖꢄꢕꢝꢂꢃꢂꢄꢀꢊꢡꢕꢝꢉꢊꢋꢄꢂꢏꢖꢂꢄꢡꢇꢓꢄꢕꢝꢉꢊꢩꢄꢛꢂꢄꢖꢝꢇꢓꢏꢈꢄꢩꢊꢇꢛ ꢸ
ꢞꢇꢓꢊꢕꢡꢄꢨꢈꢔꢉꢊꢉꢖꢕꢃꢀꢕꢉꢇꢊ
ꢰꢖꢂꢃꢖꢄꢀꢃꢂꢄꢖꢀꢕꢉꢖꢤꢉꢂꢈꢄ
ꢛꢉꢕꢝꢄꢞꢇꢓꢊꢕꢡꢄꢮꢜ

ꢂ ꢚꢃꢊꢆꢃꢕꢁꢂꢘꢃꢀꢊꢉꢌꢀꢠꢌꢁꢑꢃꢏꢌꢉꢋꢃꢉꢋꢁꢃꢭꢅꢔꢍꢉꢘꢽꢀꢃꢚꢐꢃꢑꢁꢇꢊꢂꢉꢆꢁꢍꢉꢪꢃ
ꢀꢔꢇꢇꢅꢂꢉꢃꢊꢍꢑꢃꢌꢉꢀꢃꢀꢘꢀꢉꢁꢆꢀꢡꢀ

ꢂ ꢭꢅꢔꢍꢉꢘꢃꢚꢐꢃꢌꢀꢃꢋꢊꢀ ꢊꢈꢏꢊꢘꢀꢃꢒꢁꢁꢍꢃꢕꢁꢂꢘꢃꢂꢁꢀꢇꢅꢍꢀꢌꢕꢁꢃꢉꢅꢃꢊꢍꢘꢃ
ꢉꢁꢄꢋꢍꢅꢈꢅꢗꢌꢄꢊꢈꢃꢍꢁꢁꢑꢀꢃꢚꢃꢋꢊꢕꢁꢃꢋꢊꢑꢃꢅꢕꢁꢂꢃꢉꢋꢁꢃꢘꢁꢊꢂꢀꢡꢀ
ꢞꢇꢓꢊꢕꢡꢄꢮꢜꢄꢉꢖꢄ
ꢃꢂꢖꢁꢇꢊꢖꢉꢠꢂꢄꢕꢇꢄꢓꢖꢂꢃꢖ

ꢂ ꢚꢃꢊꢇꢇꢂꢁꢄꢌꢊꢉꢁꢃꢤꢊꢂꢝꢃꢤꢊꢄꢓꢅꢍꢊꢈꢑꢽꢀꢃꢊꢉꢉꢁꢍꢉꢌꢕꢁꢍꢁꢀꢀꢃꢊꢍꢑꢃꢱꢔꢌꢄꢝꢃ

ꢉꢔꢂꢍꢊꢂꢅꢔꢍꢑꢃꢅꢍꢃꢉꢂꢅꢔꢒꢈꢁꢀꢋꢅꢅꢉꢌꢍꢗꢻꢊꢑꢑꢂꢁꢀꢀꢌꢍꢗꢃꢌꢀꢀꢔꢁꢀꢡꢃꢦꢁꢽꢀꢃ
ꢊꢈꢏꢊꢘꢀꢃꢊꢃꢇꢋꢅꢍꢁꢃꢄꢊꢈꢈꢃꢊꢏꢊꢘꢡꢀ

ꢅꢂꢋꢉꢖꢕꢃꢡ
ꢂ ꢐꢋꢁꢃꢚꢐꢃꢀꢉꢊꢠꢠꢃꢊꢉꢃꢉꢋꢁꢃꢖꢁꢗꢌꢀꢉꢂꢘꢃꢕꢁꢂꢘꢃꢝꢍꢅꢏ ꢈꢁꢑꢗꢁꢊꢒꢈꢁꢪꢃꢊꢀꢃꢏ ꢁꢈꢈꢃꢊꢀꢃꢋꢁꢈꢇꢠꢔꢈꢀ

ꢮꢜꢄꢗꢕꢀꢤꢤꢄꢉꢖꢄꢃꢂꢖꢁꢇꢊꢖꢉꢠꢂꢄ
ꢀꢊꢈꢄꢂꢖꢖꢂꢊꢕꢉꢀꢏ

ꢂ ꢮꢁꢃꢑꢁꢇꢁꢍꢑꢃꢅꢍꢃꢉꢋꢁꢃꢚꢐꢃꢑꢁꢇꢊꢂꢉꢆꢁꢍꢉꢃꢊꢈꢈꢃꢉꢋꢁꢃꢉꢌꢆꢁꢾꢃꢐꢋꢁꢘꢃꢊꢂꢁꢃꢫꢈꢏ ꢊꢘꢀꢃꢉꢋꢁꢂꢁꢃꢉꢅꢃꢋꢁꢈꢇꢃꢔꢀꢃꢏ ꢌꢉꢋꢃꢊꢍꢘꢃꢊꢍꢑꢃꢁꢕꢁꢂꢘꢃꢌꢀꢀꢔꢁꢃꢏ ꢁꢃ
ꢋꢊꢕꢁꢃꢌꢍꢃꢊꢃꢕꢁꢂꢘꢃꢉꢌꢆꢁꢈꢘꢃꢆꢊꢍꢍꢁꢂ ꢊꢍꢑꢃꢉꢋꢁꢘꢃꢊꢈꢏ ꢊꢘꢀꢃꢆꢊꢝꢁꢃꢀꢔꢂꢁꢃꢉꢋꢌꢍꢗꢀꢃꢊꢂꢁꢃꢂꢔꢍꢍꢌꢍꢗꢃꢀꢆꢅꢅꢉꢋꢈꢘ ꢀ
ꢂ ꢚꢃꢒꢁꢈꢌꢁꢕꢁꢃꢉꢋꢊꢉꢃꢋꢊꢕꢌꢍꢗꢃꢌꢆꢆꢁꢑꢌꢊꢉꢁꢃꢊꢄꢄꢁꢀꢀꢃꢉꢅꢃꢉꢋꢁꢃꢚꢐꢃꢑꢁꢇꢊꢂꢉꢆꢁꢍꢉꢃꢌꢀꢃꢄꢂꢔꢄꢌꢊꢈꢃꢉꢅꢃꢉꢋꢁꢃꢂꢁꢗꢌꢀꢉꢂꢘꢃꢅꢇꢁꢂꢊꢉꢌꢍꢗꢃꢁꢠꢠꢌꢄꢌꢁꢍꢉꢈꢘꢃꢊꢍꢑꢃ
ꢁꢠꢠꢁꢄꢉꢌꢕꢁꢈꢘꢡꢀ
ꢂ ꢧꢌꢍꢄꢁꢃꢚꢃꢀꢉꢊꢂꢉꢁꢑꢃꢋꢁꢂꢁꢃꢵꢺꢃꢘꢁꢊꢂꢀꢃꢊꢗꢅꢪꢃꢉꢋꢁꢃꢂꢁꢀꢁꢊꢂꢄꢋꢃꢊꢉꢃꢉꢋꢁꢃꢖꢁꢗꢌꢀꢉꢂꢘꢃꢋꢊꢀꢃꢒꢁꢁꢍꢃꢉꢁꢄꢋꢍꢅꢈꢅꢗꢘꢃꢑꢂꢌꢕꢁꢍꢪꢃꢒꢔꢉꢃꢉꢋꢊꢉꢃ
ꢁꢰꢇꢊꢍꢑꢁꢑꢃꢁꢰꢇꢅꢍꢁꢍꢉꢌꢊꢈꢈꢘꢃꢑꢔꢂꢌꢍꢗꢃꢉꢋꢁꢃꢇꢊꢍꢑꢁꢆꢌꢄꢃꢏ ꢋꢁꢍꢃꢉꢋꢁꢃꢊꢉꢉꢅꢂꢍꢁꢘꢀ ꢪꢃꢉꢌꢉꢈꢁꢃꢁꢰꢊꢆꢌꢍꢁꢂꢀꢃꢊꢍꢑꢃꢁꢕꢁꢍꢃꢉꢋꢁꢃꢇꢔꢒꢈꢌꢄꢃꢋꢊꢑꢃꢉꢅꢃ
ꢑꢅꢃꢉꢋꢁꢌꢂꢃꢂꢁꢀꢁꢊꢂꢄꢋꢃꢅꢍꢈꢌꢍꢁꢃꢊꢍꢑꢃꢉꢋꢁꢌꢂꢃꢂꢁꢄꢅꢂꢑꢌꢍꢗꢀꢃꢁꢈꢁꢄꢉꢂꢅꢍꢌꢄꢊꢈꢈꢘꢃꢊꢀꢃꢉꢋꢁꢘꢃꢏ ꢁꢂꢁꢃꢍꢅꢉꢃꢊꢈꢈꢅꢏ ꢁꢑꢃꢌꢍꢉꢅꢃꢉꢋꢁꢃꢒꢔꢌꢈꢑꢌꢍꢗꢡꢃꢲꢍꢄꢁꢃ

ꢮꢊꢆꢃꢂꢀꢖꢂꢈꢄꢓꢕꢉꢏꢉꢦꢀꢕꢉꢇꢊꢄꢇꢤꢄ
ꢇꢊꢏꢉꢊꢂꢄꢖꢂꢃꢠꢉꢆꢂꢖꢄꢀꢔꢇꢊꢋꢄ
ꢅꢂꢋꢉꢖꢕꢃꢡꢄꢓꢖꢂꢃꢖ

ꢉꢋꢁꢃꢂꢁꢊꢈꢃꢁꢀꢉꢊꢉꢁꢃꢇꢂꢅꢠꢁꢀꢀꢌꢅꢍꢊꢈꢀꢃꢗꢅꢉꢃꢔꢀꢁꢑꢃꢉꢅꢃꢑꢅꢃꢌꢉꢃꢊꢈꢈꢃꢅꢍꢈꢌꢍꢁꢪꢃꢅꢇꢁꢍꢌꢍꢗꢃꢉꢋꢁꢌꢂꢃꢅꢏ ꢍꢃꢊꢄꢄꢅꢔꢍꢉꢀꢃꢏ ꢌꢉꢋꢃꢔꢀꢃꢠꢅꢂꢃꢇꢂꢌꢍꢉꢌꢍꢗꢪꢃꢊꢍꢑꢃ
ꢂꢁꢊꢈꢌꢿꢌꢍꢗꢃꢌꢉꢽꢀꢃꢊꢃꢈꢅꢉꢃꢆꢅꢂꢁꢃꢁꢠꢠꢌꢄꢌꢁꢍꢉꢃꢉꢅꢃꢏ ꢅꢂꢝꢃꢠꢂꢅꢆꢃꢋꢅꢆꢁꢃꢅꢂꢃꢉꢋꢁꢌꢂꢃꢅꢏ ꢍꢃꢅꢠꢠꢌꢄꢁꢀꢪꢃꢉꢋꢁꢘꢃꢄꢅꢍꢉꢌꢍꢔꢁꢃꢉꢅꢃꢑꢅꢃꢆꢅꢀꢉꢃꢉꢋꢌꢍꢗꢀꢃꢅꢍꢈꢌꢍꢁꢃ
ꢁꢕꢁꢍꢃꢉꢋꢅꢔꢗꢋꢃꢏ ꢁꢃꢊꢂꢁꢃꢍꢅꢏ ꢃꢠꢔꢈꢈꢘꢃꢅꢇꢁꢍꢃꢉꢅꢃꢉꢋꢁꢃꢇꢔꢒꢈꢌꢄꢡꢀꢃ

ꢂ ꢚꢃꢠꢁꢁꢈꢃꢏ ꢁꢃꢀꢋꢅꢔꢈꢑꢃꢝꢁꢁꢇꢃꢅꢔꢂꢃꢅꢏ ꢍꢃꢉꢏ ꢛꢅꢇꢁꢂꢀꢅꢍꢃꢚꢐꢃꢀꢉꢊꢠꢠꢁꢑꢃꢋꢁꢂꢁꢃꢊꢉꢃꢉꢋꢁꢃꢖꢁꢗꢌꢀꢉꢂꢘꢡꢃꢖꢁꢗꢌꢀꢉꢂꢘꢃꢍꢁꢁꢑꢃꢉꢅꢃꢀꢉꢊꢘꢃꢅꢍꢃꢉꢅꢇꢃꢏ ꢌꢉꢋꢃ
ꢉꢋꢁꢃꢠꢊꢀꢉꢃꢉꢁꢄꢋꢍꢅꢈꢅꢗꢘꢃꢄꢋꢊꢍꢗꢌꢍꢗꢡꢃꢅꢔꢂꢃꢁꢛꢠꢌꢈꢁꢃꢇꢂꢅꢄꢁꢀꢀꢌꢍꢗꢃꢋꢊꢕꢁꢃꢗꢂꢁꢏꢀꢅꢃꢆꢔꢄꢋꢃꢌꢍꢃꢉꢋꢁꢃꢇꢊꢀꢉꢃꢺꢃꢘꢁꢊꢂꢀꢡꢃꢚꢃꢀꢉꢊꢂꢉꢁꢑꢃꢅꢠꢠꢃꢏ ꢌꢉꢋꢃꢊꢃ
ꢠꢁꢏ ꢃꢁꢛꢠꢌꢈꢁꢃꢇꢂꢅꢄꢁꢀꢀꢌꢍꢗꢄꢃꢊꢍꢑꢃꢉꢅꢑꢊꢘꢪꢃꢚꢁꢆꢃꢄꢅꢍꢀꢉꢊꢍꢉꢈꢘꢃꢅꢍꢃꢁꢛꢠꢌꢈꢁꢃꢏ ꢌꢉꢋꢃꢋꢌꢗꢋꢃꢑꢁꢆꢊꢍꢑꢡꢃꢤꢅꢂꢁꢃꢄꢈꢌꢁꢍꢉꢀꢃꢈꢌꢝꢁꢀꢃꢉꢅꢃꢀꢔꢒꢆꢌꢉꢃꢉꢋꢁꢌꢂꢃ
ꢏ ꢅꢂꢝꢃꢅꢍꢈꢌꢍꢁꢃꢆꢅꢂꢁꢃꢉꢋꢊꢍꢃꢁꢕꢁꢂꢄꢡꢃꢮꢁꢃꢍꢁꢁꢑꢃꢅꢔꢂꢃꢚꢐꢃꢗꢔꢘꢃꢉꢅꢃꢝꢁꢁꢇꢃꢔꢇꢃꢏ ꢌꢉꢋꢃꢉꢋꢁꢃꢉꢁꢄꢋꢍꢅꢈꢅꢗꢘꢃꢂꢁꢱꢔꢌꢂꢁꢆꢁꢍꢉꢀꢡꢀ

ꢱꢇꢄꢂꢔꢀꢉꢏꢄꢇꢃꢄꢉꢊꢕꢂꢃꢊꢂꢕꢄꢤꢇꢃꢄ
ꢅꢂꢋꢉꢖꢕꢃꢡꢄꢖꢕꢀꢤꢤ

ꢂ ꢮꢋꢘꢃꢑꢅꢃꢂꢁꢗꢌꢀꢉꢂꢘꢃꢆꢁꢆꢒꢁꢂꢀꢃꢍꢅꢉꢃꢋꢊꢕꢁꢃꢁꢆꢊꢌꢈꢃꢅꢂꢃꢌꢍꢉꢁꢂꢍꢁꢉꢃꢠꢅꢂꢃꢒꢊꢀꢌꢄꢃꢉꢊꢀꢝꢀꢃꢠꢅꢂꢃꢉꢋꢁꢃꢂꢁꢗꢌꢀꢉꢂꢘꣀꢃꢮꢋꢘꢃꢌꢀꢃꢀꢅꢃꢆꢔꢄꢋꢃ
ꢆꢌꢄꢂꢅꢆꢊꢍꢊꢗꢁꢆꢁꢍꢉꢃꢊꢍꢑꢃꢠꢁꢊꢂꢃꢊꢄꢂꢅꢀꢀꢃꢉꢋꢁꢃꢒꢅꢊꢂꢑꣀꢀ

For more information and more extensive results from the internal user survey, see the appendix.
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FINDINGS
Based on the interviews and document review, we identified several areas of strength and weaknesses of
the current technology setup, staffing, and organizational integration. The following represents our
understanding to date. All findings have been shared with Norfolk project resources to ensure the
accuracy of findings. As much as possible, our findings are based on observation and documentation,
however in some cases, our findings are based on what we did not see or documentation that was not
made available when requested, and therefore, we had to assume does not exist or was not sufficiently
vetted or comprehensive to represent operational policy.
First, throughout all conversations, including those with staff, colleagues from other Registries, and
industry professionals, we are happy to report that Norfolk operations are running well. The Registry
especially is meeting the needs of users, such as title search researchers, having accessible and accurate
information. Many of our interviews reinforced that the Registry is the primary economic engine of
Norfolk services, and a keen interest was shared by all parties to ensure the ongoing functioning as both
a revenue source and an economic driver for the community.
While Norfolk is running well today, our team identified several areas that represent risks to operations.
-

Browntech opens Norfolk to vendor risk. The Browntech system is highly customized and locally
hosted. While the code sits on the Registry servers, any maintenance to the code is done directly
by Browntech resources. Browntech has a limited number of customers, and the company
consists of a single owner and staff member. While we understand Browntech has delivered
excellent service to date, the dependence on a very small team will be an increasing risk. The
current setup also means that major changes or enhancement costs will be spread across a small
number of customers.

-

Browntech software is built on an aging platform that will need refresh or replacement. The
existing split code base (.Net + IBM RPG) will be increasingly difficult to maintain and does not
offer the flexibility of more recently developed systems. Solutions could include a re-write of the
existing system or a full replacement. Any substantial change will be difficult and require multiyear planning. The fact that the system has worked so well for so long is a credit to the Browntech
team, and hopefully, their performance to date will continue long enough to bridge to the next
solution.

-

Hosting applications onsite presents an increasing risk to Registry systems. Records held by the
Registry of Deeds hold valuable and often sensitive information making it a target for hackers and
potential ransomware. A recent attack 6 on the website of the Barnstable County Registry of
Deeds, a Browntech client, indicates that hackers are already targeting registry sites. Similarly, a
cyber-attack7 on Bernalillo County in New Mexico in January of this year took most of the County’s
key IT systems offline. Crucially the attack, which officials suspect was due to ransomware,
created a “ripple effect on the real estate market,” as users were unable to access deeds
information necessary for completing property sales. While Barnstable County was able to
maintain its records on a separate system, circumventing these attacks and providing system
maintenance to locally hosted applications will continue to require an immense amount of

6

Writer, Staff. “Registry of Deeds Website Gets Hacked.” Cape Cod Times. Accessed April 13, 2022.
***********.capecodtimes.com/story/news/2010/05/17/registry-deeds-website-gets-hacked/51602533007/
7
Coble, Sarah. “Cyber-Attack on New Mexico County.” Infosecurity Magazine, January 7, 2022.
***********.infosecurity-magazine.com/news/cyberattack-on-new-mexico-county/
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expertise and dedicated resources. Monitoring security and penetration risk, business continuity,
network support, and PC servicing, among other things, puts a strain on IT staff and makes
Registry systems vulnerable to attack. System hosting across the industry is all about economies
of scale in part because of the specialized nature of IT staff.
-

The existing hosting and backup structure could benefit from increased isolation between
production and backup environments. With the exception of the magnetic tape backup, the
current production data center, hot backup site, and offsite server backup are all within the same
geographic region in Massachusetts. A single storm could easily disrupt all three. While the tape
storage provides for recovery, from a continuity of operations perspective, the Registry may be
down for quite a while if it needs to stand up a new IBM server. Potential solutions include a
more distant hosted environment leveraging the same LAN technology or VPN. A more current
alternative would be to look at a cloud-hosted backup.

-

While preparing for the future, Norfolk must also look across all systems and have documented
Continuity of Operations Plans (COOPs) or a single COOP that addresses all critical systems,
including the Registry and Treasury. The COOP should follow from an understanding of existing
and future priorities that will benefit from a technology vision.

Outside of the Browntech system itself, Norfolk should consider the expectations of users and the future
expectations of staff to support remote work and remote access. Norfolk does not currently offer public
Wi-Fi in its spaces, although public Wi-Fi is increasingly expected as people become more comfortable
with the technology and often carry a laptop or mobile device.
In addition, as users of Norfolk services, whether in County offices or the Registry, become more
technically proficient, staff will also need to have a similar comfort with the technology being used and
available to users. For instance, the future Registry system will be a major change management effort,
and so Norfolk should consider how it is preparing staff to become savvier with different interfaces and
electronic communication. Ensuring that all staff have access to basic systems such as email would be a
major step forward.
OPTIONS
Our team built upon our analysis to define a discrete set of options for potential pathways forward. We
have found that it is more efficient to reach convergence by identifying multiple possible futures rather
than trying to identify the preferred future and then trying to justify it. The approach that we followed
both internal to our team and through engagement with project stakeholders was to first define the set
of criteria we need to consider. Then we defined a set of options that could be evaluated separately. The
final step was to compare our options against our criteria.
It is critical to define the criteria ahead of the options because the goal is to reach an overall consensus
on the criteria first. Debating both the criteria and the options at the same time tends to either lead to a
more biased result or the team ends up in an ongoing cycle of tweaking both the criteria and the options,
(which would be similar to defining the criteria to evaluate a figure skating competition at the same time
that you are judging it).
In this case, the Ripples team brought the draft criteria for discussion and review to the March 17th
meeting and again to the March 25th meeting to catch up with Registry staff who were not able to attend
the March 17th meeting. During those meetings, we reviewed the options criteria and made any tweaks
to our evaluation approach.
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On March 31st, we again met with the project team; this time, it included County and Registry staff. During
this time, we shared both the options and the evaluation of those options against the criteria shared in
the previous meeting.

CRITERIA

The criteria used to evaluate options includes six areas that were developed in concert with the project
team. The Ripples Group has used similar approaches with other technology projects as a way to guide
the discussion and reach strategic insights since often critical factors can get lost or a team may become
emotionally connected to an idea that does not meet all of their needs. To inform the process, we settled
on six factors that span a variety of issues, from user experience to system maintenance. The sixth criteria
of operational effectiveness have additional relevance in this review due to the challenges of determining
an improved governance model for Norfolk.
The specific criteria include:
User Experience/Efficiency: This criteria focuses on the option’s impact on users. Users include both
internal and external system users. Internal users can be understood as employees and those working
with Norfolk offices, while external users are those utilizing Norfolk services. The lens here would include
both timeliness measures (does the system respond quickly and reduce the number of steps/clicks
needed?) and ease of use measures (does the system have an engaging user interface that presents
information and choices in the right place at the right time?). This criteria also includes the overall impact
of staff time, such as enabling users to support themselves and reducing the need for “helpdesk” support.
For Norfolk, external users include all the real estate professionals whose livelihoods are dependent on
an efficient and easy-to-access Registry. Other users would include the impact on County programs such
as Veteran support and access to the recreational facilities, such as the basics of accessing a predictable
tee time at the golf course.
Security & Continuity of Operations: This criteria focuses on ensuring the options considered maintain or
improve the security of the system, both from a technology and a process perspective. As systems and
technology operations shift increasingly to be fully embedded in the operational flow, continuity of
operations becomes increasingly dependent on system availability (e.g., if the system goes down, work
stops). This criteria also includes increasing the integrity of the data itself. In highly regulated
environments such as health, financial, and government affairs, compliance with standards reflects the
minimum requirement for any option being considered. For Norfolk, this area would include the security
of the personal health information that is stored in the Infinite Visions system. It also includes the data
integrity and continuity of operations that is the basis of the Registry of Deeds.
Cost/Transition Burden: This criteria breaks out the cost considerations. These include direct system costs
but also any transition costs. This area would also capture access to additional revenue, so it would be
inclusive of any ROI (return on investment) consideration. For Norfolk, maintenance of revenue is
important as the Registry provides a primary source of revenue for operating budgets. Additionally, does
Norfolk have the economies of scale needed to maintain a full secure hosting environment locally?
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User
Experience/
Efficiency
Security &
Continuity of
Operations

Cost/
Transition
Burden

• Improve user experience? Ease of use?

• Reduce staff time?
• Improve responsiveness?
• Reduce vulnerability to system downtime and outages?
• Increase data protections?

• Compliance with standards?
• Improve value of services?
• Balance improvements against cost of change? ($ & staff)
• Improve revenue/cost viability?
• Improve oversight and internal maintenance ease & capability?

Maintenance

• Increase responsiveness?
• Identify resources that understand your operation?

Scale/
Adaptability
Operational
Effectiveness

• Enhance scalability to handle volume increases

• ꢖꢁꢑꢔꢄꢁꢃꢒꢔꢂꢑꢁꢍꢃꢅꢠꢃꢠꢔꢉꢔꢂꢁꢃꢀꢘꢀꢉꢁꢆꢃꢄꢋꢊꢍꢗꢁꢀꣀꢃ“ꢢꢔꢉꢔꢂꢁꢇꢂꢅꢅꢠ”
• Alignment with strategic vision

• Support data-driven decision-making
• Enhance operational efficiency

Maintenance: This criteria is often overlooked when making a technology decision. The technology team
has to live with keeping systems running long after implementation. Considerations here include what is
the burden on the local team versus what can be managed equally or better by an external party, including
whether Norfolk can maintain the specialized skills needed to support its systems and infrastructure.
Equally important, can vendors support specialized understanding of Registry operations and fulfill SLA
(service level agreement) expectations for uptime and responsiveness?
Scale/Adaptability: This criteria is focused on the future. A critical issue is how systems will not just serve
the needs of today but also adapt over time. Given the speed of technology change, accelerated by the
pandemic, the challenge of keeping up with both needs and expectations increases constantly. The shift
to 80% eFiling at the Registry means that users are engaging with the Registry electronically more than in
the past, it also may impact user expectations and functional needs that we know are coming but are hard
to predict. Systems, infrastructure, and staff roles must all be flexible in identifying and adapting to future
change.
Operational Effectiveness: This criteria shifts away from the hardware/software and focuses on the
intersection of technology and management effectiveness. For Norfolk, technology is a means to an end.
Technology decisions must be informed by the overall strategic need and build toward a clear vision of
how technology supports the longer-term operational plan. There should be alignment between
technology strategy and business strategy, otherwise, technology is constantly in a reactive mode which
reduces the ability to make strategic investments. Any option gets reviewed based on the alignment of
supporting the business strategy. Going further, this requires good governance and oversight to ensure
strategic alignment and continuous communication of priorities and tradeoffs.
OPTIONS
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We defined a discrete set of four options on two axes, level of consolidation and level of cloud utilization.
We have coined the term “cloudiness” to capture the increased use of cloud resources, including hosting
and SaaS (Software-as-a-Service). A low amount of cloudiness would be focused on internal hosting,
maintaining the multiple environments, and the internal staffing maintaining all security, accessibility, and
uptime. Movement along the cloudiness axis would entail increased use of cloud-hosted services, such as
cloud backup of applications. Greater use of the cloud would entail shifting to Software-as-a-Service
applications. For example, today, the Browntech system sits low on the cloudiness axis, while the new
Infinite Visions software would sit high on the cloudiness axis.
Cloudiness

Consolidated

Division
Model
2 Heads
Totally
Separate
Consolidation

For the consolidation axis, low consolidation would be separate teams working independently and two
entirely separate IT management structures. High consolidation is a single IT organization with a single
lead and a team of tech professionals defined by their role rather than by the applications they support.
Each option is a combination of the elements of consolidation, the elements of cloudiness, and the
operational implications of each. While there are additional permutations of these options (high
consolidation, low cloudiness), these four represent a close approximation of the current situation as well
as probable pathways based on the current structure, issues, and recent decisions.
Each of the options is defined in the graphic below, along with the estimated impact on staffing, captured
as FTEs (full-time equivalents).
Less

More

Consolidation

Totally
Separate

2 Heads

Division
Model

Consolidated

•
•

Separate Leadership
Bifurcated staff

•
•

2 Groups
Separate staff

•
•

Single leader
Dedicated teams

•
•

Single leader
Centralized staff (deployed)

•

IT develops
independently (Two
standards – security,
hosting, backup,
network, etc.)
2 versions of IV
implementation
(separate processes)

•
•
•
•
•
•
•
•

Separate applications
Common ERP
Common phone
Separate security std.
Multiple server rooms
Staff have 2 IT depts
Separate email
Split support

•
•
•
•
•

Common applications
Common hardware
Virtual backup
Single security std
Browntech: Dedicated
tech support
Shared systems:
Dedicated support

•
•

Consolidated server room
Shift to SaaS and remote
hosting for primary
applications
Common, documented
policies and practices
Simplified local
infrastructure (VLAN)

3 FTEs Registry
2 FTEs County

•

Currently 2.5 FTE
(4-5 FTE fully staffed)

• 4 FTES (2+2)
(option to fold in school)

•

•
•

•

•
•
•

3-4 FTEs

Increase use of cloud computing
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The Two Heads option closely captures the current state with a mix of common and shared applications.
Security, uptime, service, etc., standards are separately determined by which office is managing the
function/software. For instance, the County and Registry have separate standards for who gets email
access and what email functions are included. Support is split with the current IT staff reporting to
different management teams, and there is no formal process for the IT teams to support each other (e.g.,
when Registry IT staff go on vacation, they are backfilled using outside contracted resources). The current
staff is approximately 2.5 FTEs representing 1.5 FTEs at the Registry and 1 FTE at the County. Under this
model, based on the benchmarking, Norfolk needs 4-5 FTEs with the majority of staff assigned to the
Registry to accommodate the need to have a staff member onsite during all Registry hours (8-4 M-F). Full
implementation would require backfilling the open roles and defining separate standards. We would
assume this would be a six to twelve month effort to onboard leadership resources for both teams and
further document the separate standards.
The Totally Separate option is the full implementation of the 2 Heads option with completely separate
systems supporting the County and Registry functions. This allows full management control of all
technology by either the County or the Registry and removes the need for collaboration. The Registry and
the County would each maintain separate policies and procedures and security requirements. This option
is also defined by low utilization of the cloud resources, so the new IV software would likely not be rolled
out to all staff so as to promote the internal hosting of applications. Under this model, Norfolk needs
approximately 5 FTEs with 3 staff assigned to the Registry and 2 staff assigned to the County. This model
represents an increase in the overall staffing from today. This option represents an eight to twelve month
effort to adjust the leadership model with additional resources needed to define the split implementation
for the Infinite Visions application.
The Division Model represents a corporate style set-up whereby the Registry and County would be
treated as separate IT divisions under a single leadership structure. Under a single leadership model, there
would be a single policy for security, documentation, uptime requirements, vendor expectations, etc.,
guided by a single vision for technology. There would be a common standard for hardware and purchasing,
so Norfolk would access the scale of all operations working under a single umbrella. Under this model, the
county should revisit whether having the Agricultural School included as another division would be
advantageous. As separate divisions, the Registry and the County would have dedicated IT staff available
on-sight. Having common standards, the IT teams would be cross-trained to support one another for
coverage and project efforts. Because of the shared coverage, this option would be a 2+2 staffing or four
FTEs total to support technology functions. This option also includes increased use of the cloud for backup,
storage, and reviewing opportunities for leveraging SaaS models for primary and support applications. For
instance, the Maintenance and Engineering departments may benefit from moving existing applications
to the cloud and/or leveraging a SaaS work order system for maintenance. We suggest that this option
would require at least 12 months of planning, defining roles, onboarding new leadership, and defining
common standards. This initial effort would be followed by additional migration to cloud-based
resources.
The fully Consolidated option represents a further extension of the Division Model. Instead of just
common standards and vision, under a consolidated model, there would be a single IT team that would
be deployed from a centralized location. The multiple server rooms that exist today would be consolidated
into a single location plus backup. Wherever possible, applications would be hosted virtually from the
cloud or contracted as a SaaS model. It is possible the entire footprint could be narrowed to only having
a backup of Registry files stored onsite plus the physical network, like phones, while all other applications
are cloud hosted. As Norfolk pushes more of the challenge of hosting and performance to the cloud, the
cloud expense would increase while it may be possible to support a smaller IT department and keep the
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existing 2.5 FTEs. Note that all of these changes would take several years to fully implement, and we would
estimate at least 12-24 months to both move backup datasets to the cloud and have documented policies,
procedures, and standards for existing processes. Full implementation would require investment in staff
time, vendor time, hardware reconfiguration, and change management.
OPTIONS EVALUATION

For our evaluation, we compare each of our options against the pre-defined criteria. Based on this
analysis, it appears that the Division Model or the Consolidated model options represent higher value to
Norfolk.
The findings are summarized in the chart below.
Under User Experience / Efficiency, all the options presented will work. A difference is that under a totally
separate IT model, internal users from the Registry may still need to interact with the County on issues
such as payroll. Having two standards and approaches is going to have a relatively lower experience for
users, especially staff who will need to remember who to contact for what issue.
The single leadership options come out ahead on security and continuity of operations. In addition,
increased use of cloud-based data storage and applications improves the COOP (Continuity of Operations
Plan) planning. Having a single standard also supports alignment across plans. The diminished use of
remote backup under a totally separate model makes this the least favorable option.
Under cost, we believe the Division Model comes out as the best option. The Division Model takes the
best advantage of economies of scale, shifting to cloud-hosted applications to reduce the downside cost
of data loss or a security breach, but does not have as high of a transition cost that would come from a
major operational change.
Maintenance becomes a differentiator across options. Totally Separate IT departments remove the ability
to share resources or knowledge. It also moves down the cloudiness axis, so it increases the burden on
the local teams to manage and support all applications and hardware. The Two Heads option is working
relatively well today, and the Division Model similarly can be supported, however, in this scaling, we see
that a fully Consolidated option would be the easiest to maintain in part because much of the maintenance
oversight would be shifted to cloud hosting.
Similar to maintenance, the scale and adaptability are increased with the increased use of cloud hosting.
The major benefit of cloud hosting is the ability to scale quickly to meet service needs. Adaptability should
also increase with SaaS models of software since Norfolk will benefit from other vendors facing similar
market-driven challenges, and the cost of adjustment is hopefully shared across a large customer base.
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Totally
Separate

2 Heads

Division
Model

Consolidated

User
Experience/
Efficiency

Drivers:
Users benefit from
increased support and
consistency

Security &
Continuity of
Operations

Single standard and
cloud-based backup

Cost/
Transition
Burden

Fewer FTEs, less
duplication, increased
scale, transition cost

Maintenance

Increase in SaaS and
hosted infrastructure
reduces challenges

Scale/
Adaptability

Increased scale and
adaptability of shifting
to hosted services used
across multiple clients

Operational
Effectiveness

Challenges of unclear
governance and
competing visions

In terms of operational effectiveness, both Totally Separate and 2 Heads options suffer from unclear
governance and competing visions, reducing the ability to invest and plan for the future. A fully
Consolidated technology department could solve many of the challenges with single leadership reporting
to a single team. The Division Model is less clear. A fundamental challenge facing Norfolk is the divided
management across the Registry and the County.
A recent National Center for State Courts white paper on technology governance addresses this issue
directly.
“An essential element of effective governance is a charter. A charter is a document that defines the
structure, mission, role, responsibility, and rules of operation of the various individuals and groups with
governance responsibility. It reflects agreements between policy leaders about how decisions will be
made, how resources will be allocated, and how problems will be solved. All participating organizational
units must share sacrifice, work, and benefits fairly.”8
Any sharing of resources requires that the groups either implicitly or explicitly define a clear standard for
support. The NCSC identifies the better option to have a clearly documented charter that defines how
technology governance will be accomplished and the roles of all parties involved. More significantly, good
governance relies upon open and clear communication to properly consider both challenges and goals.
Without good governance, IT will tend to become reactionary and be challenged to plan ahead without
agreement on shared goals and tradeoffs.
ADDITIONAL CONSIDERATIONS

A key question for Norfolk is how to make sure all user needs are met, including staff across County
programs and the Registry as well as external users. In order to best meet the needs of current and future

8

The NCSC Court IT Governance Model https://ncsc.contentdm.oclc.org/digital/collection/tech/id/578
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users, Norfolk should consider developing a 5-10 year vision for technology along with a 3-5 year strategic
plan of how to move toward that vision. The technology vision and strategic plan should be informed by
operational planning from leadership.
The Browntech system will likely need a major upgrade or full replacement in the next five years. Planning
for the new or upgraded system should begin soon since any replacement will likely be a multi-year project
between funding, procurement, system implementation, and staff change management (which will likely
be the biggest lift). For instance, what changes can be made today to start preparing staff for changes in
technology and a shift to a modern interface (away from the current command-prompt screens)?
Below is a suggested roadmap based on the direction Norfolk plans to take after considering the options
presented in this report. We suggest that Norfolk should first focus on building the leadership and staffing
to support any changes. Then in parallel to addressing any immediate changes, such as further defining
policies and procedures, Norfolk should develop a strategic plan that would be the basis for any larger
updates to the systems and technology infrastructure.
FY22

FY24

FY23

FY25

Build staffing &
leadership
Address immediate changes
(vulnerability testing, policies
& procedures, hosting)
Define Vision &
Strategic Plan

Implement plan

Plan for Browntech replacement/refresh

After consulting with numerous Registries around the state, it is clear that the days of paper-centric
Registry research requiring users to be in the building each day are becoming a thing of the past. The
majority of title search work and filing is now done online. In fact, one registry we spoke with had stopped
creating bound paper backups over 20 years ago. To support a further shift toward online records,
registries will need to consider systems that capture higher-resolution scanned images and include
toolsets that aid viewer review of documents, such as image to text (OCR), universal search, reversing
images, changing contrast, magnification, etc. These types of changes will have a ripple effect on the size
of databases, the network requirements to move larger files, and the staff’s technical capability to support
new user tools. While 2 years ago it might have been considered absurd, today, we can envision a time
when a certified copy is actually an NFT secured by a blockchain – a far cry from the original quill and ink
recording.
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ADDITIONAL SOURCES & REFERENCES
•

County Acceptable Use Policies (Draft)

•

IBM PowerSystems Overview

•

Registry Firewall Visio, Backups, Server listings

•

Ripples User Survey (deployed)

•

Registry petition signers and comments

•

Norfolk Daily Fee/Payment Transaction Summary

•

e-Filing Vendors (BrownTech, Tyler Technologies, Granicus govRecords, Trimin Gov LandLink, DTS
TrakRecord, Cott Systems RecordRoom)

•

Simplifile: https://simplifile.com/e-recording/

•

CSC: https://www.erecording.com/erecording-solutions/erecording-for-county-recorders/

•

ePN: https://goepn.com/

•

Norfolk County Registry of Deeds Website: https://www.norfolkdeeds.org/services/obtain-copyof-deed

•

People3 (A Gartner Co) & Mercer Consulting, Organizing for Results: IT Structures and Staffing
Survey: https://www.gartner.com/pages/docs/gartner/sample_rpt.pdf

•

Forbes, The Changing Role of IT: https://www.forbes.com/sites/danielnewman/2016/07/26/thechanging-role-of-it-in-the-future-of-business/?sh=4befcd92525d

•

The Forecast by Nutanix, Letting Go of the Information Technology Iceberg:
***********.nutanix.com/theforecastbynutanix/business/letting-go-of-the-informationtechnology-iceberg

•

Harvard Business Review, Digital Transformation Is Not About
********hbr.org/2019/03/digital-transformation-is-not-about-technology

•

Gartner, Gartner Identifies Top 10 Government Technology Trends for 2021:
***********.gartner.com/en/newsroom/press-releases/2021-03-29-gartner-identifies-top-10government-technology-trend#:~:text=Gartner

•

The Forecast by Nutanix, Essential Steps to IT Organizational Change Management:
***********.nutanix.com/theforecastbynutanix/business/organizational-change-managementfor-it-departments

•

Turbonomic (an IBM Co), IT Then and Now: https://blog.turbonomic.com/blog/ontechnology/changes-in-information-technology

•

ComputerWorld, End Users are Speaking: It’s Thryonomys Turn to Listen:
***********.computerworld.com/article/3331170/end-users-are-speaking-it-s-it-s-turn-tolisten.html

•

https://www.serversdirect.com/the-8-best-use-cases-for-microsoft-hyper-v/

•

https://www.barracuda.com/

Confidential for Policy Development Only

Technology:

29

•

https://pages.unitrends.com/

•

https://www.techrepublic.com/article/secure-remote-firewall-administration-via-ssh/

•

https://stackoverflow.com/questions/8804339/ssh-to-server-behind-firewall

•

https://www.canadiansecuritymag.com/your-cybersecurity-checklist-best-practices-toimplement/

•

https://cybersecurity.att.com/blogs/security-essentials/network-segmentation-explained

•

https://www.microsoft.com/en-us/microsoft-365/business-insights-ideas/resources/cloudstorage-vs-on-premises-servers
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APPENDIX

SURVEY RESULTS

ꢐꢑ ꢒꢇꢄꢡꢇꢓꢄꢛꢇꢃꢩꢄꢤꢇꢃꢄꢕꢝꢂꢄꢅꢂꢋꢉꢖꢕꢃꢡꢄꢇꢃꢄꢀꢊꢇꢕꢝꢂꢃꢄꢞꢇꢓꢊꢕꢡꢄꢇꢤꢤꢉꢆꢂꢸ

ꢶꣁ

ꢙꢑꢄꢶꢝꢀꢕꢄꢉꢖꢄꢡꢇꢓꢃꢄꢃꢇꢏꢂ ꢸ
ꢅꢇꢏꢂꢄꢇꢤꢄꢮꢊꢕꢂꢃꢊꢀꢏꢄꢰꢖꢂꢃꢖꢄꢗꢓꢃꢠꢂꢡꢂꢈ
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ꢥꢑꢄꢒꢇꢄꢡꢇꢓꢄꢝꢀꢠꢂꢄꢀꢊꢄꢂꢔꢀꢉꢏꢄꢀꢈꢈꢃꢂꢖꢖꢂꢖꢄꢁꢃꢇꢠꢉꢈꢂꢈꢄꢕꢇꢄꢡꢇꢓꢄꢘꢡꢄꢅꢂꢋꢉꢖꢕꢃꢡꢹꢄ
ꢗꢆꢝꢇꢇꢏꢹꢄꢇꢃꢄꢞꢇꢓꢊꢕꢡꢄꢨꢈꢔꢉꢊꢉꢖꢕꢃꢀꢕꢉꢇꢊꢸ

ꢶꣁ
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ꢺꢑꢄꢪꢇꢛꢄꢖꢀꢕꢉꢖꢤꢉꢂꢈꢄꢀꢃꢂꢄꢡꢇꢓꢄꢛꢉꢕꢝꢄꢕꢝꢂꢄꢛꢀꢡꢄꢞꢇꢓꢊꢕꢡꢄꢇꢃꢄꢅꢂꢋꢉꢖꢕꢃꢡꢄ
ꢕꢂꢆꢝꢊꢇꢏꢇꢋꢡꢄꢖꢓꢁꢁꢇꢃꢕꢖꢄꢡꢇꢓꢃꢄꢛꢇꢃꢩꢸ

ꢶꣁ
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ꢻꢑꢄꢫꢊꢄꢀꢠꢂꢃꢀꢋꢂꢹꢄꢝꢇꢛꢄꢔꢀꢊꢡꢄꢕꢉꢔꢂꢖꢄꢁꢂꢃꢄꢔꢇꢊꢕꢝꢄꢈꢇꢄꢡꢇꢓꢄꢊꢂꢂꢈꢄꢮꢜꢄꢖꢕꢀꢤꢤ ꢖꢄ
ꢀꢖꢖꢉꢖꢕꢀꢊꢆꢂꢸ

ꢶꣁ

ꢼꢑꢄꢫꢊꢄꢀꢠꢂꢃꢀꢋꢂꢹꢄꢝꢇꢛꢄꢤꢀꢖꢕꢄꢈꢇꢄꢡꢇꢓꢄꢃꢂꢆꢂꢉꢠꢂꢄꢀꢄꢃꢂꢖꢁꢇꢊꢖꢂꢄꢕꢇꢄꢡꢇꢓꢃꢄꢃꢂꢽꢓꢂꢖꢕꢄ
ꢤꢇꢃꢄꢮꢜꢄꢖꢓꢁꢁꢇꢃꢕꢸꢄ

ꢶꣁ
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ꢌꢷꢕꢃꢂꢔꢂꢏꢡꢄ
ꢗꢏꢇꢛ
ꢗꢇꢔꢂꢛ ꢝꢀꢕꢄ
ꢗꢏꢇꢛ
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ꢐꢳꢑꢄꢮꢖꢄꢕꢝꢂꢃꢂꢄꢀꢊꢡꢕꢝꢉꢊꢋꢄꢂꢏꢖꢂꢄꢡꢇꢓꢄꢕꢝꢉꢊꢩꢄꢛꢂꢄꢖꢝꢇꢓꢏꢈꢄꢩꢊꢇꢛ ꢸ
ꢞꢇꢓꢊꢕꢡꢄꢨꢈꢔꢉꢊꢉꢖꢕꢃꢀꢕꢉꢇꢊ
ꢰꢖꢂꢃꢖꢄꢀꢃꢂꢄꢖꢀꢕꢉꢖꢤꢉꢂꢈꢄ
ꢛꢉꢕꢝꢄꢞꢇꢓꢊꢕꢡꢄꢮꢜ

ꢂ ꢚꢃꢊꢆꢃꢕꢁꢂꢘꢃꢀꢊꢉꢌꢀꢠꢌꢁꢑꢃꢏꢌꢉꢋꢃꢉꢋꢁꢃꢭꢅꢔꢍꢉꢘꢽꢀꢃꢚꢐꢃꢑꢁꢇꢊꢂꢉꢆꢁꢍꢉꢪꢃ
ꢀꢔꢇꢇꢅꢂꢉꢃꢊꢍꢑꢃꢌꢉꢀꢃꢀꢘꢀꢉꢁꢆꢀꢡꢀ

ꢂ ꢭꢅꢔꢍꢉꢘꢃꢚꢐꢃꢌꢀꢃꢋꢊꢀ ꢊꢈꢏꢊꢘꢀꢃꢒꢁꢁꢍꢃꢕꢁꢂꢘꢃꢂꢁꢀꢇꢅꢍꢀꢌꢕꢁꢃꢉꢅꢃꢊꢍꢘꢃ
ꢉꢁꢄꢋꢍꢅꢈꢅꢗꢌꢄꢊꢈꢃꢍꢁꢁꢑꢀꢃꢚꢃꢋꢊꢕꢁꢃꢋꢊꢑꢃꢅꢕꢁꢂꢃꢉꢋꢁꢃꢘꢁꢊꢂꢀꢡꢀ
ꢞꢇꢓꢊꢕꢡꢄꢮꢜꢄꢉꢖꢄ
ꢃꢂꢖꢁꢇꢊꢖꢉꢠꢂꢄꢕꢇꢄꢓꢖꢂꢃꢖ

ꢂ ꢚꢃꢊꢇꢇꢂꢁꢄꢌꢊꢉꢁꢃꢤꢊꢂꢝꢃꢤꢊꢄꢓꢅꢍꢊꢈꢑꢽꢀꢃꢊꢉꢉꢁꢍꢉꢌꢕꢁꢍꢁꢀꢀꢃꢊꢍꢑꢃꢱꢔꢌꢄꢝꢃ

ꢉꢔꢂꢍꢊꢂꢅꢔꢍꢑꢃꢅꢍꢃꢉꢂꢅꢔꢒꢈꢁꢀꢋꢅꢅꢉꢌꢍꢗꢻꢊꢑꢑꢂꢁꢀꢀꢌꢍꢗꢃꢌꢀꢀꢔꢁꢀꢡꢃꢦꢁꢽꢀꢃ
ꢊꢈꢏꢊꢘꢀꢃꢊꢃꢇꢋꢅꢍꢁꢃꢄꢊꢈꢈꢃꢊꢏꢊꢘꢡꢀ

ꢅꢂꢋꢉꢖꢕꢃꢡ
ꢂ ꢐꢋꢁꢃꢚꢐꢃꢀꢉꢊꢠꢠꢃꢊꢉꢃꢉꢋꢁꢃꢖꢁꢗꢌꢀꢉꢂꢘꢃꢕꢁꢂꢘꢃꢝꢍꢅꢏ ꢈꢁꢑꢗꢁꢊꢒꢈꢁꢪꢃꢊꢀꢃꢏ ꢁꢈꢈꢃꢊꢀꢃꢋꢁꢈꢇꢠꢔꢈꢀ

ꢮꢜꢄꢗꢕꢀꢤꢤꢄꢉꢖꢄꢃꢂꢖꢁꢇꢊꢖꢉꢠꢂꢄ
ꢀꢊꢈꢄꢂꢖꢖꢂꢊꢕꢉꢀꢏ

ꢂ ꢮꢁꢃꢑꢁꢇꢁꢍꢑꢃꢅꢍꢃꢉꢋꢁꢃꢚꢐꢃꢑꢁꢇꢊꢂꢉꢆꢁꢍꢉꢃꢊꢈꢈꢃꢉꢋꢁꢃꢉꢌꢆꢁꢾꢃꢐꢋꢁꢘꢃꢊꢂꢁꢃꢫꢈꢏ ꢊꢘꢀꢃꢉꢋꢁꢂꢁꢃꢉꢅꢃꢋꢁꢈꢇꢃꢔꢀꢃꢏ ꢌꢉꢋꢃꢊꢍꢘꢃꢊꢍꢑꢃꢁꢕꢁꢂꢘꢃꢌꢀꢀꢔꢁꢃꢏ ꢁꢃ
ꢋꢊꢕꢁꢃꢌꢍꢃꢊꢃꢕꢁꢂꢘꢃꢉꢌꢆꢁꢈꢘꢃꢆꢊꢍꢍꢁꢂ ꢊꢍꢑꢃꢉꢋꢁꢘꢃꢊꢈꢏ ꢊꢘꢀꢃꢆꢊꢝꢁꢃꢀꢔꢂꢁꢃꢉꢋꢌꢍꢗꢀꢃꢊꢂꢁꢃꢂꢔꢍꢍꢌꢍꢗꢃꢀꢆꢅꢅꢉꢋꢈꢘ ꢀ
ꢂ ꢚꢃꢒꢁꢈꢌꢁꢕꢁꢃꢉꢋꢊꢉꢃꢋꢊꢕꢌꢍꢗꢃꢌꢆꢆꢁꢑꢌꢊꢉꢁꢃꢊꢄꢄꢁꢀꢀꢃꢉꢅꢃꢉꢋꢁꢃꢚꢐꢃꢑꢁꢇꢊꢂꢉꢆꢁꢍꢉꢃꢌꢀꢃꢄꢂꢔꢄꢌꢊꢈꢃꢉꢅꢃꢉꢋꢁꢃꢂꢁꢗꢌꢀꢉꢂꢘꢃꢅꢇꢁꢂꢊꢉꢌꢍꢗꢃꢁꢠꢠꢌꢄꢌꢁꢍꢉꢈꢘꢃꢊꢍꢑꢃ
ꢁꢠꢠꢁꢄꢉꢌꢕꢁꢈꢘꢡꢀ
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